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              FEDERAL PROTECTIONS 

 

1)   ECPA ð ELECTRONIC COMMUNICATIONS  

                           PRIVACY ACT 

 a. Title I ð Interceptions 

 b. Title II ð SCA ð Stored Communications Act 

 c. Title III- Pen Registers, Beepers, GPS 

 

2)  COMPUTER FRAUD AND ABUSE ACT 



, 

·TITLE  I ð OF THE òECPA ò-INTERCEPTION 

    ELECTRONIC COMMUNICATIONS PRIVACY ACT 

18 U.S.C. §2510-22 ð a Subsection of Title 18, òCrimes and Criminal Procedureó 

  amending the Federal Wiretap Act  

A person is guilty of violating this statute if they 

   a. intentionally 

    b. intercept or endeavor to intercept or procure another 

person to intercept 

    c. the contents of 

    d. an electronic communication 

    e. using a device 



òTherefore, unless some type of automatic routing 

software is used (for example, a duplicate of all of an 

employeeõs messages are automatically sent to the 

employeeõs boss), interception of E-mail within the 

prohibition of the [Wiretap Act] is virtually impossibleó.  

In re Pharmatrak, Inc 329 F3d 9 (1st Cir, 2003) 

·REQUIREMENT OF INTERCEPTION  
·   òIN TRANSMISSIONó 

 
·* itõs when the communication is occurring  
·Once it reaches its final destination it is in storage 

(e.g.. your email box in Yahoo) 



See U.S. v Councilman, 418 F3d 67 (Fed 1st 

Cir, 2005 ð packets are in òstorageó 

·EMAILS TRAVEL IN PACKETS 

·    Sometimes one email is broken down in to 

several pieces (packets) transmitted along 

different lines, stopping sometimes along the way, 

and then continuing, before being reassembled 

and put back together at its destination 

·That is why the internet is so fast 

·Issue ð if a packet stops along the way, is it in 

òstorageó? Majority of courts say no. 



Public is blocked from seeing Orders issued 

·Governmental Use of Title I ECPA (Wiretap Act) 

                     for Warrantless interception 

- No warrant required if self-described òemergencyó 

- Can force internet service providers, landlords and 

others to allow physical access to their facility 

Thousands of records turned over each day  



WIRETAP ACT ð FOR INTERCEPTION 

·Criminal: fine and imprisonment up to 5 years 

 

·Civil: actual damages or profits or the greater of 

$100/day or $10,000, attorneyõs fees and possible 

punitive damages (18 USC §2520). Injunctive relief 

available.  

 

·Only remedies are as provided in this statute except for 

constitutional violations 



òSCAó 

STORED 
COMMUNICATIONS 
ACT ù TITLE II  

OF THE ECPA ð 

18 U.S.C. §2701    

et.seq. 

A. Intentional or knowing  

B.  Access 

C.Without Authorization 

D.Or exceeds 

authorization 

E. A facility through which 

an electronic 

communication service 

is provided 

F. And thereby obtains, 

alter or prevent access 

to an electronic 

communication 

G.While it is in electronic 

storage 

 



òfacilityó whose facility? Eg.Yahoo! 

Question: Are EMAILS covered by Title II? 

Emails are òelectronic communicationsó 

 

Answer: Title II applies only if emails are in remote electronic 
storage in a facility of an electronic communications service 
for storage purposes (see United States v Moriarty, 962 F Supp 
217 (D. Mass 1997) like Yahoo or Gmail 

 

Not applicable if stored on your computer hard drive or a 
company network backup  

(See White vs. White, 950 A2d 904, 195 NJ 517 (N.J. 2008) 

 


